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MCA- C302 Cyber Security
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Course objective:

The course has been designed to give students an extensive overview of cyber security issues,

tools and techniques that are critical in solving problems in cyber security domains. The

course aims at providing students with concepts of computer security, cryptography, digital

money, secure protocols, detection and other security techniques.

Course outcomes:

I. Understand, appreciate, employ, design and implement appropriate security technologies
and policies to protect computers and digital information.

2. Identify & Evaluate Information Security threats and vulnerabilities in Information

Systems and apply security measures to real time scenarios

3. Identify common trade-offs and compromises that are made in the design and development

process of Information Systems

#. Demonstrate the use of standards and cyber laws to enhance information security in the

S. development process and infrastructure protection

[Essential Terminologies: CIA, Risks, Breaches, Threats, Attacks, Exploits. Information
Gathering (Social Engineering, Foot Printing & Scanning).

Cryptography and Cryptanalysis: Introduction to Cryptography, Symmetric key
Cryptography, Asymmetric key Cryptography: Algorithm types and modes, DES, RSA,
Message Authentication, Digital Signatures, Applications of Cryptography. Overview of
Firewalls- Types of Firewalls, User Management, VPN Security, Security Protocols: -
security at the Application Layer- PGP and S/MIME, Security at Transport Layer- SSL and
TLS, Security at Network Layer-IPSec.

Infrastructure and Network Security: Introduction to System Security, Server Security, OS
Security, Physical Security, Introduction to Networks, Network packet Sniffing, Network
Design Simulation. DOS/ DDOS attacks. Asset Management and Audits, Vulnerabilities and
Attacks. Intrusion detection and Prevention Techniques, Host based Intrusion prevention
Systems

Cyber Security Vulnerabilities & Safe Guards: Internet Security, Cloud Computing
&Security, Social Network sites security, Cyber Security Vulnerabilities-Overview,
vulnerabilities in software, System administration, Complex Network Architectures, Open
Access to Organizational Data, Weak Authentication, Authorization, Unprotected Broadband
communications, Poor Cyber Security Awareness. Cyber Security Safeguards- Overview,
Access control, IT Audit, Authentication. Open Web Application Security Project (OWASP),
Web Site Audit and Vulnerabilities assessment.

[Malware: Explanation of Malware, Types of Malware: Virus, Worms, Trojans, Rootkits,
Robots, Adware’s, Spywares, Ransom wares, Zombies etc., OS Hardening (Process
Management, Memory Management, Task Management, Windows Registry/ services another
configuration), Malware Analysis

Security in Evolving Technology: Biometrics, Mobile Computing and Hardening on
android and ios, IOT Security, Web server configuration and Security. Introduction, Basic
security for HTTP Applications and Services, Basic Security for Web Services like SOAP,
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EST etc., Identity Management and Web Services, Authorization Patterns, Security
Considerations, Challenges.

Cyber Laws and Forensics: Introduction, Cyber Security Regulations, Roles of international
Law, the state and Private Sector in Cyberspace, Cyber Security Standards. The INDIAN
Cyberspace, National Cyber Security Policy 2013. Introduction to Cyber Forensics, Need of
Cyber Forensics, Cyber Evidence, Documentation and Management of Crime Sense, Image
Capturing and its importance, Partial Volume Image, Web Attack Investigations, Denial of
Service Investigations, Internet Crime Investigations, Internet Forensics, Steps for
Investigating Internet Crime, Email Crime Investigations.

Recommended Books:

1. William Stallings, Cryptography and Network Security, Pearson Education/PHI

2. Sarika Gupta and Gaurav Gupta, Information Security and Cyber Laws, Khanna
Publishing House, Delhi

3. V.K. Pachghare, Cryptography and Information Security, PHI Learning Pvt. Ltd
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