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3 Hrs. 30 (20+10) 70 100 03 40 
OBJECTIVE: This course will assist students in their career preparation as information system security 
managers. The course would enable the students to articulate current and developing legal issues in the 
information assurance field, Analyze and interpret how relevant case and statutory law has been applied to 
legal problems in information assurance; also, to identify and articulate legal issues in the discipline not 
adequately covered by current law. Topics will include such issues as Indian and international jurisdiction, 
computer security, intellectual property, electronic commerce, information privacy, freedom of expression, 
and cyber crime. 
 Basics of Information Technology, Basics of Indian Legal System, Overview of IT Law, Cyber Law in 

India, I.T Act, 2000 . Introduction and its application, Relevant amendments in all other law, 
Constitutional protection under Cyber law, Freedom of speech and expression, Human Rights 
violations, Revisiting industrial and Labour Laws, E.Media and Print Media. Case Study1: The 
Stuxnet Worm.           
   (8 hours) 

 The Law of Contract, Construction of Electronic contracts, Issues of security, Employment Contracts, 
Consultant Agreements, and Digital Signature.       (8 
hours) 

 Crime : Meaning & Concept, Rights and liability.Civil, Criminal and tortuous, Offences. concept and 
Legal parameters, under I.T Law, Offences.detection and investigation, Offences and 
punishments.global scenario, Rights & liabilities of Intermediaries, Overlapping between IPC & ITA.
  (8 hours) 

 Understanding Copy right in information, Technology, Legal issues in Internet and Software Copy 
right, Patents ,Trade Marks & Data Base. Case Study2: Unique Indentification Number In India.
 (8 hours) 

 Concept of Jurisdiction, Indian context of Jurisdiction, Information Technology Amendment Bill, 
2006, Information Technology Rules.                                  
(8 hours)   
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